Technology & e-Safety Policy
Updated: 12th September 2024
Intention
This policy is designed to safeguard children, staff, families and visitors within our nursery by promoting the safe and responsible use of technology. It aims to mitigate the risks associated with online activities while maximising the educational and developmental benefits of technology within our setting. For more information regarding the use of personal devices, including mobile phones, refer to the Mobile Phone and Personal Device Policy.
Roles and responsibilities
Designated Safeguarding Lead (DSL)
The DSL plays a critical role in overseeing the nursery's technology and e-safety measures. Their responsibilities include managing passwords, addressing online safety concerns, and ensuring the protection of children and staff from online harm.
Staff
Every staff member is responsible for upholding the protocols in this policy. They should promptly report any online safety concerns to the DSL, adhere to guidelines for using company devices, and participate in regular e-safety training.
Screen time
We prioritise non-screen activities that encourage active play, social interaction, and hands-on learning as essential components of a child's development. While we recognise the potential educational benefits of technology, screen time is limited and only utilised in isolated occasions when it directly supports specific learning goals. Any use of screens must be pre-approved by a senior member of staff (e.g., Room Lead). 
Children using company electronic devices
· Children are always supervised while using tablets for educational purposes to ensure a safe and focused learning experience.
· All educational software used on company devices is downloaded and stored directly on the devices. This means children do not access educational content through the internet, minimizing the risk of exposure to inappropriate material.
· Children must be directly supervised by a staff member at all times and any content accessed on the devices should be reviewed and approved by staff beforehand to ensure its suitability for young children.
Use of company electronic devices
To maintain a safe, focused, and professional environment that prioritises the children's well-being, the following guidelines for the use of company electronic devices – such as tablets, iPads, and work mobile phones – have been established:
· The use of company devices must only be used for nursery purposes.
· Company devices will not have any social media or messaging apps on them, except those used by management for nursery purposes only.
· When not in use, company devices should be locked, password-protected and kept out of reach of children.
· Any apps downloaded onto nursery devices must authorised by the management team to ensure only age and content appropriate apps are accessible to staff, or children using them.
· All company devices should have appropriate parental controls and content filtering enabled.
· Passwords and/or passcodes for nursery devices must not be shared or written down and will be changed regularly.
· During outings, staff must only use mobile phones belonging to the nursery. 
· Only nursery owned devices will be used to take photographs or film videos.  
· Nursery devices will not be taken home with staff and will remain secure at the setting when not in use.     
· Management may use nursery-owned laptops for work purposes when working remotely, with prior approval from the directors.
Security and passwords
· All electronic devices used within the nursery will be protected with strong, unique passwords.
· Passwords must be updated at least once a year, or sooner if the DSL thinks it is necessary (e.g., due to staff resignations).
· Staff members are responsible for maintaining the confidentiality of their passwords and must not share them with others.
Email use
· Only management and staff members with an official nursery email address are authorised to send emails on behalf of the nursery. Personal email accounts should not be used for nursery-related communication.
· Staff are expected to exercise caution and professionalism when using email.
· Emails must not be used to send abusive, offensive, sexist, racist, disability-biased, sexual orientation based or defamatory material, including jokes, pictures or comments which are potentially offensive. Inappropriate content is strictly prohibited in emails and may result in disciplinary action.
· Work emails should not be used for personal use.
Internet access
· Staff must not access inappropriate, obscene, or offensive websites using nursery devices or networks, or on personal devices when on the nursery premises.
· Staff should not access the internet whilst at work for personal purposes.
· Internet activity may be monitored for safety and security purposes, including usage of the Famly app.
· Misuse of internet access may result in disciplinary action.
· A child-safe internet browser should be used (e.g, Kiddle).
· Internet usage on nursery devices must be conducted in "child safe" mode at all times.
· The internet should not be used to access social media websites unless done for specific work purposes.
Online data and image transfers
It is strictly prohibited for staff to download or screenshot any content from the Famly app outside of the nursery premises or remove any such content from the nursery premises. 
The sharing of confidential information or images of children is strictly prohibited unless conducted through secure and authorised channels. These include:
· Sharing information and images with parents/carers and authorised staff via the Famly app.
· Sharing information with relevant authorised professionals and external agencies (e.g., schools). 
	Any personal data that is shared must be done in accordance with the protocols in the nursery’s Privacy Notice.



Removable devices (e.g., USB drives)
· The use of any removable storage media on nursery devices requires prior approval from management.
· Before using any removable storage media on nursery devices, their contents must be scanned for viruses and malware.
· The transfer of sensitive or confidential nursery data (e.g., children's records, financial information) to removable devices is prohibited without explicit authorisation from the manager or DSL.
Online safety for children
We follow the guidance in "Safeguarding children and protecting professionals in early years settings: online safety considerations." 
We categorise the risk to children into three areas:
1. Content: protecting children from harmful or inappropriate material.
2. Contact: preventing harmful online interactions with others.
3. Conduct: promoting safe and responsible online behaviour.
We implement the following safety measures:
· Up-to-date antivirus and anti-spyware software on all devices, where necessary.
· Content blockers and filters on all devices.
· Password protection and screen locks on all devices.
· Secure storage of devices when not in use.
· No social media or messaging apps on nursery devices.
· Age-appropriate apps and games only. These must have been preapproved, checked and set with the correct parental permissions in child-mode
· Supervision of children when using devices.
· Tracking software for internet usage (where appropriate).
· Restricted access to nursery Wi-Fi.
· Training and guidance on e-Safety is provided to families and staff as well as children in an age-appropriate way.
· Children do not engage in any video chats or online communication platforms (such as Zoom, Skype, FaceTime, messaging apps, etc.) unless they are under the direct supervision of at least two staff members with approval from the manager.
· Removal of any device from the premises is strictly prohibited without explicit authorization from management.
· Access to confidential information on computers is protected by individual logins to prevent unauthorised access. Each staff member is responsible for logging out when finished to maintain security.
Staff training
Staff members are required to receive initial training on online safety during their induction and participate in refresher training at least annually. The annual training requirement can be met through various activities, including:
· Completing online training courses.
· Reading relevant guidance and policies.
· Participating in staff discussions during staff meetings.
Cyber security
Regular data backups and strong password practices are implemented.
To prevent any attempts of a data breach, staff must not open any suspicious messages such as official-sounding messages about 'resetting passwords', 'receiving compensation', 'scanning devices' or 'missed deliveries' without consulting a manager or our IT consultants. 

2

